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1. INTRODUCTION

1.1. OVERVIEW

Workspace is packagedommmerce software for integrated-business solutions. It includes all thasic
featuresand functionalityrequired to build and run professional weidhops, online stores and order
systems. Workspace is a suitable platform for bBtto-C and Bo-B solutions.

Workspace enables incorporating ecommerce functiondbtireterogeneoudT architectures.t provides
web shopfunctionalty as a stanéhloneXHTMlLinterface Alsosupportto singlesignon solutions and
portal architectureis available viencluded Frontend APl and SSO API

Workspace can be integrated to any beaakd systems by using its Baekd APIl. Workspace also has a
readymade connection to OpenSyncro (www.opensyncro.com) integration toolkit to further ease
developing integrationsDeveloping custom functionality &l possible using Extensions APl and
Workspace SDK.

Workspace is easy to install and can run on a 100% open source platform. Using for example Linux,
Tomcat and MySQL enables buildsualablee-commerce solutions with lowCO Also commercial
platformsand clustered environmentare supportedWorkspace is based on J2EE architecture and is
continuously developed and supported by Smilehouse.

Workspace provides eadg-use administration interface for the merchant. Through this vieised
administration inerface the merchant can manage content, configure the web shop layout and
functionality and run the dayo-day business activities. Workspace administration Interface offers a
language choice of English, Finnish, Estonian, German, Dutch, Russian, SSgatish and French.

Security plays an important role withirlaisiness. Workspace has been thoroughly tested by
independent auditors to ensure a high level of application security. Security testing is also a standard part
of its software development procss.

This document is targeted for partners, devedwp and GD’s interested in Workspace technology,
architecture, security and other technical issues.
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1.2. NECESSARY SKILLS

Workspace is used to build and ruad@B and Bto-C ecommerce solutions. For implementationgsting
and integrationsdifferent skillsets are needed.

1.2.1.Installation and hosting
For installation and hosting of Workspadmsic knowledge aflatabases, server side software and
application hosting is required.

A system administrator with some experience on required platfeoftware (listed in chapter) should
be able to install Workspace easily.

For evaluation purposes $should take abou1-2 hours to install and configure the database (MySQL),
Java 2 Standard Edition, a servlehtainer (Tomcat) and Workspace to a single server.

' RRAGAZ2Y I Ay T2NYI lastaasionO | ly2 HEA WP dF/ @A Ridt@additiqgod S OK I LIG S
information about Workspace documentation.

1.2.2.Web shop implementation
For configuringVeb shopgraphics and features you don't need any special skillsrkspace provides
easyto-useadmintools for managing the shop's features, layout ar@hics.

However, some experience in web design may turn out to be usafsib, for experienced users
Workspace providedirect access to Web shop tephates without the need to use the WY SIW¥dtor.

' RRAGAZ2Y T AYyT2NYI\Webahop 83 A3 o S3 deie RIBLROr afNd@dral GK | LIG S NJ
information about Workspace documentation.

1.2.3.Integrations

For developing integrations using the provided @fiasic knowledge about XMREST anidtegration
tools are required. Integration capabilities of Weplace are discussed in chapter 6

' RRAGAZ2Y I Ay T2 NI latagagon Glid¢ @6 § S B 208pK &IdisiemBidforntation
about Workspace documentation.

1.2.4. Merchant and dayto-day operations

For managin§Veb shopcontent, product data, customer data, order information, payment settings and
delivery options no special skills are needédl.functionality for dayto-day operations is available via
admin interface.

' RRAGAZ2Y I Ay T2N)YI NMekchayit& Suppbrt dofuméangatitly ® {F N M0Goic - LIG S NJ
additional information about Workspace documentation.
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1.3. DIFFERENT EDITIONS

There are seven different Workspace Editions serving the needs of different user groups.

- Standard Lités targeted for small companies with no integration requirements

- Standardh da G NBASGSR FT2NJ { a9 Q& -éndintdgratiBslj dzA NS & OF f | 6 A f A (¢

- Standard Multistorea & G NASGSR FT2NJ {a9Qa GKIG Ay FRRAGAZY (2
busines units with unique needs and processes

- Enterpriséas targeted for corporations that are after scalable@nmerce functionality to be
integrated to their current Ifarchitecture

- Enterprise Multistorés targeted for corporations that in addition to intedion requirements have
multiple business units and/or companies with unique needs and processes

- Enterprise for SA&hdEnterprise Multistore for SAdPe normal Enterprise editions but they also
include readymade integration components to various SA#Psions.

1.4. PRICING

Edition = é 3 3 o -
g2 | | NI EE
7} 9] = E O & c 3
c %\ -] a < c IS = @ 5 2
Qo &qo | 5 < | z 52 8 So | 5 s =
2 2 ol ©a & o < L < N © 2 NS g 2
R c > (2] = c
2c |5 28 |2z & |°¢ §ES|c8|Ss| 2 g8
ZE |§| 85 |8 | |2]|¢ Es8/28|28| 28|78
@c O [J] Q QO X o) o c A £ % = Q—% Q.= Q =] o =
o |2/ 52 |8 |w | x| | a|eac¢|3&8|/58| 5|35 |<5
NG < (e m ] i} L nw O | mno | OV 0 = 0 o

STD Lite 300 X 4

STD 900 X 4 X | X

STD MS 1.725 X 4 X | X | X X

ENT 2.475 X 16 X X | X X | X X X X X

ENT MS 4.875 X 16 X X | X X | X X X X X X

ENTfor SAP 2.475 X 16 X X | X X | X X X X X X

ENT MSoft sAP| 4.875 x| 16 X | x| x| x| x X X X X X X

Tablel: Editions & pricing

All Prices listed are in Euros and exclusive of ¢¥A.S G SN a! £ FSIFddzNBaég¢ NBTFSNA
features available to merchant and web shop customers via admin interface and web shop interface.
These are discussed more thoroughly in Workspace Features document.

Other functionalities (Backnd API, SSO API, Extensions API, farhtAPI, SDK, Cluster & commercial
environments and Multistore) are as described in Workspace Whitepaper document.
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More information about the differences between editions and detailed pricing data can found in
G2 2NJ] aLl OS 9RAGAZ2Y & YR LINAOAYy3IE¢ R20dzYSyido

All Workspace Editions can be purchased contacting Smilehouse Saied: gales@smilehouse.com
phone: +358 9 2322120.

Workspace Software is delivered via downloadable media. After confirmed payment, aisizgh
medium (CD) and License confirmation are delivered via traditional mail.

1.5. SUPPORT AND MAINTHEWNZE

Workspace licenses are sold with obligatory maintenance agreement. Annual maintenance cost is 20% of
the license fee.

Maintenance agreement includes:

- The right to downloacnd installsoftware updates for selected license
- APl and SDK documentation according to license
- Notifications of software updates available

Workspacdicense owners have free right to choosehiause team or any third party for
implementation, hosting and support of Workspace poweredoenmerce solutions.

Cugomer specific solution supporhostingagreementsand service level agreemenase agreed
separately.

ADDRESS PHONE & FAX INTERNET
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2. TECHNICAL OVERVIEW

2.1. ARCHITECTURE

Workspace software hasevenmain interfaces. Two browsdrased interfaces for users affide
software API's for baeknd and frontend integrationsln addition Workspace includesbject-oriented
database for relevant data and@mmerce functionality as separate modules.

.

i ) r"_'“\\l
Webshop ) [550 .AF‘I] [ant-end .AF‘IJ [F‘GWFIGW AP g
L o 7
v T E
Admin E-commerce functionality =
o)
- - - s r
.:-‘ Chichers "! I_ Euslulnelsf}l -~ ~,
~ ) . Databases
[ Markoting | [ vivsl ]
- 4 . i G A s e e A
==
o b h
-
Baclk-end API ]
h A
L y

Picture 1. Workspace architecture

2.2. USER INTERFACES

For users, the application uses browdsrsed interfaces to enable secure use of the software through
the internet, regardless of the user's locatiorhe browsetbased interfaces in Workspace are separated
into two main parts:

o Web shop(Shop/ Store) itself which can be either open to all visitors or require
customers registratiottiogin. A single web shop can have multitlemes {nterfaceg for
customes with different functionalitycontentand GUI Included functioality is
discussed in chapter.2

o Workspace Administration Interfadddmin)can be accessed only by authorized
personnel (the Merchant) and is used for building and manatieyVeb shop. The
Administration Interface is divided into multiple application modules which can be

independently activated based on the company needs. Included furadttg is discussed
in chapter 44.

ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358¢9¢ 25122 10 www: www.smilehouse.fi
00210 Helsinki, FINLAND +358¢ 9¢ 25122119 e-mail: info@smilehouse.fi



SMILEHOUSRNORKSPACE WHITEPAPER PAGB/55

23.{hC¢2! w9 ItLQf

For system integrations, Worgaceincludesfive interfaces. The interfaces are discussed more
thoroughly in chapter 6

e Backend APl is a standard web services APl and is used to connect Wordapsttases
to any backend systems or 3rd party services. It enables transferring produder,
customer and pricing data.

e Frontend APl is REST API using JSON notation. It enables adding Workspace
functionalityand database¢e.qg.SSO / customer logishopping cart, product data, order
process) to portal layer or other web sites

e SSO ARdnablesconnecting bothweb shopcustomer authentication and admin interface
authenticationto externallDM systems using for example CAS and OpenSSO.

e PGWI/IGW ARdnables accessing the built Payment system and this way adding support
to incuded payment systems to any party ecommerce solution.

e Extensions API &Java API that enables using custom extensiBhsgins and
components¥or custom functionalityTheseextensionsare developed using Workspace

SDK.
ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358¢9¢ 25122 10 www: www.smilehouse.fi

00210 Helsinki, FINLAND +358¢ 9¢ 25122119 e-mail: info@smilehouse.fi



SMILEHOUSRNORKSPACE WHITEPAPER PAGEL0/55

2.4. DATA MODEL

Workspacecontains three main business objects: Products, Orders and Customers. Of course there are
many supporting objects relating to these concepts and many other objects relating to other system
services. Here only the main objects are introduced to illustratsifeess information stored by the

system. Below is a figure that shows the main objects and their associations.

FProduct | Order | Customer |
ProductG Ord
roductGroup + raer 0. 0.1 | Customer .
+ Parent : ProductGrou ,D ‘ + itemns [1..7] : Basket + : )’E"
+ Position - int v + anawers [0..7] - OrderfAnawer + + CustomerGroup
Hierarchy + questions [0.] : OrderQuestiofy 4
+ Children : int -
0=
* oo
1.®
0. Basket + +
Product + productld : Produgt 2 L
. F +
+ parentGroup : ProductGro F A7 CustomerQuestion Customerdname
P 0.1 1)
+ position : int OrderQuestion OrderAnawe
LV R v
Question Ananer
0.F

Picture2: Workspace business objects and associations diagram

2.4.1.Products

Products are contained in ProductGroups which are organized in a hierarchy. Each Product has its own
unigue ltemCode.

The analogy of a file system is pretty close, ProductGroups are folders and Products are files. Products
and ProductGroups can be copiedtransferred to different ProductGroups. Also links to Products can
be created in multiple ProductGroups.

One difference to a regular file system is that Products and ProductGroups always have a definitive order
specified by a position attribute. Threrder can be changed manually or by tools that sort the positions
according to some attribute, e.g. a product's price.

ProductGroups hierarchy is based on a Pai€htld relationship where each ProductGroup contains a list
of its children (other Product@up objects) and possibly a parent. In this hierarchy leaf nodes don't have
any children and root nodes don't have a Parent. Products can belong to multiple ProductGroups and a
ProductGroup can have only a single parent. Thus in the file system analoByathect package

supports links.

ADDRESS PHONE & FAX INTERNET
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2.4.2.0rders

Order contains items which represent the ordered Products. An item is represented by a Basket object. A
Basket object is created when a customer adds a product to the shopping cart in the Web shop.

TheProduct's most important information like itemcode, product name, chosen product variation and
determined price are copied to the Basket object on creation. These details are omitted from the
diagram and are better explained in the Product Pricing Schédrapter.

An Order also contains information asked from the buyer during the order process. This information is
contained in a group of related Question and Answer objects. The Questions are specified in the
Administration interface and contain predefinedu€stion types like the 'Payment methequestion.

Also custom Question types are supported.

This type of data model was chosen to implement the order information in a very customizable and
extensible way.

An Order can also contain a reference to a Costowho made the order. This reference is created
automatically if the Customer was logged in to the shop when he/she made the Order. The reference can
also be added manually in the Administration Interface.

Each Order is connected to Payment Transactioeated during the ordering process.

2.4.3.Customers

Customers represent identified users of the Web shop. Customers have usernames and passwords by
which they identify themselves in the shop. Customer information is represented in the same way as
Order information by Question and Answer pairs. The Customer and Order Questions can also overlap so
when the Customer creates an Order, his/her Order information is automatically filled.

Customers can belong to multiple CustomerGroups but only one of those grotifgsdastomer's

primary CustomerGroup. CustomerGroup can specify a shop theme that will be used for the Customer
(and is accessible only to the Customers belonging to the CustomerGroup if the theme is set as password
protected).

CustomerGroup can also sgfy a PriceGroup that will be used when determining the Product prices for
a customer that belongs to the CustomerGroup. PriceGroups are used to specify discounts to a set of
Customers. More information about this is in the Product Pricing Scheme chapter.

ADDRESS PHONE & FAX INTERNET
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2.5.PRODUCT PRICING S@HE

Products have a price attribute that defines the Product's default price. The default price is used in
situations when there are no PriceRules to apply. PriceRules are a way to implement different pricing of
Products irdifferent situations.

A PriceRule can change the default price by:
1) Overridinghe default price with a new price. e.g. 154
2) Addingor subtracting a static amount from the default price. eXp, +34

3) Addingor subtracting a percentage of the default price. e)%

ProductVariatorobject is responsible for determining which PriceRules apply and therefore determines
the Product's price in different situations. The input used by the ProductVariator isrtti& Ordered
Amount, possibly a Customer object and possibly the selected options from the Product.

Customer object can belong to a CustomerGroup and the CustomerGroup can specify a PriceGroup that
should be used with the Customer. If a customer is knalae ProductVariator applies the specified
PriceGroup's PriceRule to the Product's default price.

Also the chosen options caifectthe price when the user is adding the Product to the Basket. Products
can have ProductOptions (such as size) and eacthuet®ption can have multiple predefined Choices
(like S,M,L,XL). Each of these Choices is represented by a ProductOptionChoice object. A choice can
specify a PriceRule, for example size S jeans could be given a 10% discount.

Contract pricing feature makaspossible to set overriding price rules for customers or customer groups
on a product basis. It is possible to e.g. set different product prices or discounts for each customer.

Also quantity based PriceRules can be appended. The PriceRule is appkedhe amount of products
ordered is equal to or greater than the quantity threshold.

On an addToBasketAction the ProductVariator uses the chosenOptions as input to possibly apply the
PriceRules related to the choices.

A ProductOptionChoice can also onide the Product's itemcode and contain a separate
inventoryAmount. This way a group of products can be represented by a single Paigjact in the
Web shop.

The order in which pricing rules are appended is following:
1. Contractpricing rules

2. Produt Pricegroup rules

3. Productoption PriceRules

4. Quantitybased PriceRules

ADDRESS PHONE & FAX INTERNET
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Below is a diagram showing objects and associations related to the pricing of Products.

FriceRule Available pricerules:
1. Overriding static price. eg. 154
=" s T T T T 2. addingfsubtracting static amount. eg. -15, +34,
3. adding/subtracting percentage. eg. -10%.
+
ProductOptionChaoice
+ priceRule : PriceRule b
+ itemCode : String Product
+ price : double
+ priceRule1 : PriceRuld CustomerGroup
0.” + priceRule2 : PriceRulg + usedPriceRule : PriceRule.- *
Productcﬁ:dinn + priceRule3 : PriceRulg o= Customer
+ priceRuled : PriceRuld
* + priceRuleS : PriceRuld cusen
0. + priceRuled : PriceRuld :- --------
+ priceRule? : PriceRulg |
+ priceRuleS : PriceRulg :
+ priceRuled : PriceRuld 1 - addToBasketAction
+ priceRule10 : PriceRl.u(_ _____ FroductVariator 2RSS + ohosenOptions : List
wusen

+ getPrice() : double

+ getitemCoded : String|
T

Uses available inputs (availability depends on context) to Determine products p[%'a.

Picture 3: Product Pricing Scheme diagram

ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358¢9¢ 25122 10 www: www.smilehouse.fi
00210 Helsinki, FINLAND +358¢ 9 ¢ 25122119 e-mail: info@smilehouse.fi



SMILEHOUSRNORKSPACE WHITEPAPER PAGEL4/55

2.6. ORDERING PROCES®BHHE WORKSPACE SYSTEM

Below is an UML Activity diagram of the ordering process in the Workspace system. Note that order's
handling and payment statuses are fully customizable and their functionality described here is only the
default furctionality used in a fresh Workspace installation.

3 o
Choose products from Websho
( . pJJ-\ Wish to add more products

Add products to shopping cart \
Found products ( (The properties of the product “\/

K are attached)

( Remowe product fram shopping cart )

Wish to reduce products

Choose to purchase

- Y

Make order \\\ Send order information., »
{ Insert asked information, A _pprove order % To payment stage

choose the payment type)
pay ¥p Back

S/

Order information is
added to Workspace.
Order's handling status is received.

The announcement is sent to
the merchant by e-mail

A A

Picture4: Choosing the products and ordering

The customer browses the Web shop products. When the customer finds a product he/she would like to
order, he/she can add therpduct to the shopping cart. If the Product has options, e.g. color, the chosen
options (e.g. green) are now attached to the item in the shopping cart and cannot be changed. The Items
can be removed from the shopping cart though and their amounts cantesthanged.

When the customer chooses to purchase the contents of the shopping cart he/she moves to the order
form by pressing the button "order products”. Here the customer fills the form with the required
information. Typically customer's name and pdstdormation is asked and the type of payment and
delivery.

After sending the information asked in the ordering form the customer moves to an approving page.
Here the customer can see the information of the order and can return to change that informayio
pressing the back button of the browser or approve the order and continue to the payment stage.
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When the customer approves the order, the system:

1) Createsa new order and new payment transaction related to the order.

2) Sendsan order creation note to the customer's email address (customizable)

3) Sendsan order notification to the merchant's email address (customizable)

4) Redirectghe customer to the chosen payment service

The order is generated by using the informatiginen in the order form and the contents of the shopping
cart. If the customer was logged in to the shop when the order was created the system also automatically

added the reference between the customer and the order. After the order has been creatéuifidb
handling status is 'Received' and the Payment status isn't set at all (default behavior, customizable).
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2.7.PAYMENT PROCESSH¥ WORKSPACE SYSTEM

After the order is created the customer is automatically directed to the chosen payment service. From
the payment service the system can basically receive two kinds of acknowledgments. If the payment is
approved the customer will be shown a thank you page the order's payment status will be set to
"paid".

Below is an UML Activity diagram of the ordering process in the Workspace system. Note that order's
handling and payment statuses are fully customizable and their functionality described here thenly
default functionality used in a fresh Workspace installation.

Picture5: Payment process

Automatic email messages can also be sent when the payment is accepted. If the payment is canceled
the order handling and paymentatuses change to "canceled" and the system hides the order. The
information of the order is still stored in the system's database for the case a payment interface
malfunctions, but usually this information isn't required. The order canceled page is siociva

customer.

Payment Transactions management provides detailed information about every order made, included
canceled ones. It is also possible, that the system doesn't receive any acknowledgement from the
payment service. This happens if the custordeesn't return from the payment service with the link
provided in the payment service.

Reason for this can be customer's low experience related to online payment systems or some other
unexpected situation, like the customer's browser crashing. Indhge the system doesn't get any
information of the payment state, so the payment status stays empty. The Administration interface
includes a feature that can be used to check the payment status related to an order with a push of a
button (if the order's clbsen online payment system supports this feature).
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